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Course Objectives: To analyze how to conduct a digital forensics
investigation and validate forensics data.

Course Outcomes:

1. Understand the fundamentals of cybercrime and issues.
2. Understand different investigation tools for cybercrime.

3. Understand basics of Forensic Technology and Practices.
Analyze different laws, ethics and evidence handling procedures
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Digital Forensics: Introduction to Digital Forensics, Forensic Software and Hardware, Analysis and Advanced Tools, Forensic
Technology and Practices, Forensic Ballistics and Photography, Face, Iris and Fingerprint Recognition, Audio Video Analysis,
Windows System Forensics, Linux System Forensics, Network Forensics.

UNIT -V
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UNIT 1

Introduction:

Cyber crime is a global threat and the evidence suggests that this threat will continue to rise. It is defined
as any criminal activity which takes place on or over the medium of computers or internet other
technology recognized by the information technology act. There are number of illegal activities which
are committed over the internet by technically skilled criminals.

Cyber crime is an uncontrollable evil having its base in the misuse of growing
dependence on computers in modern life.

NATURE AND SCOPE OF CYBER CRIME:

As we all know, we live in era where most things are done over the internet, from online dealing to
online transactions because the internet technology is considered a global stage.

What is Cybercrime?

Cybercrime can be defined as “The illegal usage of any communication device to commit or facilitate in
committing any illegal act” or in other terms “A crime or an unlawful act where unauthorized access to
some computer system without the permission of rightful owner or place of criminal activity and
includes everything from online cracking to denial of service attacks.

Criminal activity is a social concept we will never be able to live in a society without cybercrime no
matter how hard we try.

CHARACTERISTICS OF CYBERCRIME:

» Cybercrimes are unlawful Act.

» Computer is essentially an element of cyber criminality and it is either a tool or target of
cybercrimes.

Cybercrimes are harmful Act.

Cybercrimes are committed in cyber space with the help of computer networking.

Cybercrime is a criminal activity where computer can be used to perpetuate further crime.
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WHAT IS CYBERCRIME INVESTIGATION?

Cybercrime investigation is the process of identifying, analyzing, and mitigating computer based crimes
and other forms of malicious activity that occur in cyberspace. It involves the use of specialized tools
and techniques to investigate various types of cybercrimes, such as hacking, phishing, malware, data
breaches, and identity theft.



Cybercrime investigation is a complex and constantly evolving field, as new threats and technologies
emerge. As a result, investigators must stay up-to-date with the latest techniques and tool in order to
effectively investigate and mitigate cybercrimes.

TYPES OF CYBERCRIMES:

Cybercrime take many different forms, criminal who infiltrate computers and networks have developed
a variety of malicious software and social engineering techniques used individually or in combination
when use in in committing different types of cybercrimes. A few of the most common cybercrimes are
described below.

% DDOS ATTACKS:

DDoS attacks are used to make an online service unavailable and take the network down by
overwhelming the site with traffic from a variety of sources. Large networks of infected devices
known as Botnets are created by depositing malware on users” computers. The hacker then hacks into
the system once the network is down.

% MALWARE:

Malware or malicious software refers to any code designed to interfere with a computers normal
functioning or commit a cyber crime. Common types of malware includes viruses, worms, trojans,
rootkit, rogue software and various hybrid programs as well as adware, spyware, scareware and
ransomware. Malware can be used to exfiltrate data, steal passwords, lock users out of their
environment, destroy network resources or commandeer them to power botnets—regardless of the
tactic the consequences of a successful malware attack can be severe.

% CYBER STALKING:

This kind of cybercrime involves online harassment where the user is subjected to a plethora of online
messages and emails. Typically cyberstalkers use social media, websites and search engines to
intimidate a user and instill fear. Usually, the cyberstalker knows their victim and makes the person
feel afraid or concerned for their safety.

% IDENTITY THEFT:

Identity theft occurs when someone “unlawfully obtains another individuals personal information and
uses it to commit theft or fraud”. Malware such as trojans and spyware are often used to steal personal
information. ldentity theft includes personal information such as name, Aadhar number, drivers
license number, credit card number, or other identifying information,

% BOTNETS:

Botnets are networks from compromised computers that are controlled externally by remote hackers.
The remote hackers then send spam or attack other computers through these botnets. Botnets can also
be used to act as malware and perform malicious tasks.


https://www.pandasecurity.com/en/mediacenter/security/ddos/
https://www.pandasecurity.com/mediacenter/panda-security/how-to-handle-online-harassment/

One of the example of Botnet is Fraud Online Review, where some fake reviews are generally posted
on the device of the user.

% SOCIAL ENGINEERING:

Social engineering is the psychological manipulation of people into performing actions or divulging
confidential information. Cyber criminals use social engineering to commit fraud online.

One of the biggest weaknesses in any organization cybersecurity strategy is human error. Social
engineering attacks take advantage of this vulnerability by conning unsuspecting people into
compromising security and giving out sensitive information. Social engineers use various
psychological hacks to trick you into trusting them or create a false sense of urgency and anxiety to
lower your natural defenses.

Scammers use many different types of social engineering attacks, but some common giveaways can
help you spot and avoid them.

Preparing the ground for the attack:
- identifying the victim(s).
- Gathering background information.

+ Selecting attack method(s).

Closing the interaction,

; : : oy Social Deceiving the victim(s) to gain a foothold:
ideally without arousing suspicion: . -
_ Engineering ngaging the target.
- Removing all traces of malware. o
| ife'Cidie - Spinning a story.
- Covering tracks. y

- Taking control of the interaction.
- Bringing the charade to a natural end.

«r

Obtaining the information over a period of time:

- Expanding foothold.
- Executing the attack.
- Disrupting business or/and siphoning data.

TYPES OF SOCIAL ENGINEERING ATTACKS:

e Phishing:



Phishing is the most common type of social engineering attack, typically using spoofed email addresses
and links to trick people into providing login credentials, credit card numbers, or other personal
information. Variations of phishing attacks include:

o Angler phishing — using spoofed customer service accounts on social media
o Spear phishing — phishing attacks that target specific organizations or individual

e Whaling:

Whaling is another common variation of phishing that specifically targets top-level business
executives and the heads of government agencies. Whaling attacks usually spoof the email
addresses of other high-ranking people in the company or agency and contain urgent messaging
about a fake emergency or time-sensitive opportunity. Successful whaling attacks can expose a lot

of confidential, sensitive information due to the high-level network access these executives and
directors have.

e Diversion Theft:

In an old-school diversion theft scheme, the thief persuades a delivery driver or courier to travel to the
wrong location or hand off a parcel to someone other than the intended recipient. In an online diversion
theft scheme, a thief steals sensitive data by tricking the victim into sending it to or sharing it with the
wrong person. The thief often accomplishes this by spoofing the email address of someone in the
victim’s company—an auditing firm or a financial institution, for example.

e Baiting:

Baiting is a type of social engineering attack that lures victims into providing sensitive information or
credentials by promising something of value for free. For example, the victim receives an email that
promises a free gift card if they click a link to take a survey. The link might redirect them to a spoofed
Office 365 login page that captures their email address and password and sends them to a malicious
actor.

e Honey Trap:
In a honey trap attack, the perpetrator pretends to be romantically or sexually interested in the victim
and lures them into an online relationship. The attacker then persuades the victim to reveal confidential
information or pay them large sums of money.

e Pretexting:

Pretexting is a fairly sophisticated type of social engineering attack in which a scammer creates a
pretext or fabricated scenario—pretending to be an IRS auditor, for example—to con someone into
providing sensitive personal or financial information, such as their social security number. In this type



of attack, someone can also physically acquire access to your data by pretending to be a vendor,
delivery driver, or contractor to gain your staff’s trust.

e SMS Phishing:

SMS phishing is becoming a much larger problem as more organizations embrace texting as a primary
method of communication. In one method of SMS phishing, scammers send text messages that spoof
multi-factor authentication requests and redirect victims to malicious web pages that collect their
credentials or install malware on their phones.

Scareware:

Scareware is a form of social engineering in which a scammer inserts malicious code into a webpage that
causes pop-up windows with flashing colors and alarming sounds to appear. These pop-up windows will
falsely alert you to a virus that’s been installed on your system. You’ll be told to purchase and download
their security software, and the scammers will either steal your credit card information, install real viruses
on your system, or (most likely) both.

Tailgating/Piggybacking:

Tailgating, also known as piggybacking, is a social engineering tactic in which an attacker physically
follows someone into a secure or restricted area. Sometimes the scammer will pretend they forgot their
access card, or they’ll engage someone in an animated conversation on their way into the area so their
lack of authorized identification goes unnoticed.

Watering Hole:

In a watering hole attack, a hacker infects a legitimate website that their targets are known to visit. Then,
when their chosen victims log into the site, the hacker either captures their credentials and uses them to
breach the target’s network, or they install a backdoor trojan to access the network.

CATEGORIES OF CYBER CRIME
There are three major categories of cyber crimes:

1. Crimes Against People:

These crimes include cyber harassment and stalking, distribution of child pornography, credit
card fraud, human trafficking, spoofing, identity theft, and online libel or slander.

Harassment via E-Mails: This is very common type of harassment through sending letters,
attachments of files & folders i.e. via e-mails. At present harassment is common as usage of
social sites i.e. Facebook, Twitter, Orkut etc. increasing day by day.

Cyber-Stalking: It is expressed or implied a physical threat that creates fear through the use
to computer technology such as internet, e-mail, phones, text messages, webcam, websites or
videos.



Defamation: It involves any person with intent to lower down the dignity of the person by
hacking his mail account and sending some mails with using vulgar language to unknown
persons mail account.

Hacking: It means unauthorized control/access over computer system and act of hacking
completely destroys the whole data as well as computer programs. Hackers usually hacks
telecommunication and mobile network.

Cracking: It is act of breaking into your computer systems without your knowledge and consent
and has tampered with precious confidential data and information.

E-Mail Spoofing: A spoofed e-mail may be said to be one, which misrepresents its origin. It shows it’s
origin to be different from which actually it originates.

SMS Spoofing: Spoofing is a blocking through spam which means the unwanted uninvited messages.
Here a offender steals identity of another person in the form of mobile phone number and sending SMS
via internet and receiver gets the SMS from the mobile phone number of the victim. It is very serious
cyber crime against any individual.

Carding: It means false ATM cards i.e. Debit and Credit cards used by criminals for their monetary
benefits through withdrawing money from the victim’s bank account. There is always unauthorized use
of ATM cards in this type of cyber crimes.

Cheating & Fraud: It means the person who is doing the act of cyber crime i.e. stealing password and
data storage has done it with having guilty mind which leads to fraud and cheating.

Child Pornography: In this cyber crime defaulters create, distribute, or access materials that sexually
exploit underage children.

Assault by Threat: It refers to threatening a person with fear for their lives or lives of their families
through the use of a computer network i.e. E-mail, videos or phones.

2. Crimes Against Property:

This is similar to a real-life instance of a criminal illegally possessing an individual’s bank or credit card
details. The hacker steals a person’s bank details to gain access to funds, make purchases online or run
phishing scams to get people to give away their information. They could also use a malicious software
to gain access to a web page with confidential information.

Intellectual Property Crimes: Any unlawful act by which the owner is deprived completely or partially
of his rights is an crime. The most common type of IPR violation may be said to be software piracy,
infringement of copyright, trademark, patents, designs and service mark violation, theft of computer
source code, etc.

Cyber Squatting: It involves two persons claiming for the same Domain Name either by claiming that
they had registered the name first on by right of using it before the other or using something similar to
that previously.



Cyber Vandalism: Vandalism means deliberately damaging property of another it includes destroying
or damaging the data or information stored in computer when a network service is stopped or disrupted.
These acts may take the form of the theft of a computer, some part of a computer.

Hacking Computer System: Hackers attacks those included Famous Twitter, blogging platform by
unauthorized access/control over the computer. Those attacks were not mainly intended for financial gain
too and to diminish the reputation of particular person or company. As in April, 2013 MMM India
attacked by hackers.

Transmitting Virus: Viruses are programs written by programmers that attach themselves to a computer
or a file and then circulate themselves to other files and to other computers on a network with intent of
altering or deleting it.

Cyber Trespass: It means to access someone’s computer or network without the right authorization of
the owner and disturb, alter, misuse, or damage data or system by using wireless internet connection.

Internet Time Thefts: Basically, Internet time theft comes under hacking. It is the use by an
unauthorized person, of the Internet hours paid for by another person. The person who gets access to
someone else’s ISP user ID and password, either by hacking or by gaining access to it by illegal means,
uses it to access the Internet without the other person’s knowledge.

3. Crimes Against Government:

When a cybercrime is committed against the government, it is considered an attack on that nation's
sovereignty.

This is the least common cybercrime, but is the most serious offense. A crime against the government is
also known as cyber terrorism. Government cybercrime includes hacking government websites, military
websites or distributing propaganda. These criminals are usually terrorists or enemy governments of
other nations.

Cyber Terrorism: Cyber terrorism is a issue in the domestic as well as global concern. Terrorist attacks
on the Internet are by distributed denial of service attacks, hate websites and hate e-mails, attacks on
sensitive computer network etc. Cyber terrorism activities endanger the sovereignty and integrity of the
nation.

Cyber Warfare :- It refers to politically motivated hacking to conduct sabotage and espionage.

Distribution of printed software:- It means distributed printed software from one computer to another
intending to destroy the data and official records of the Government.

Possession of unauthorized information:- It is very easy to access any information by the terrorist with
the aid of internet and to possess that information for political, religious, social, ideological objectives



ACCORDING TO INDIAN CYBERCRIME COORDINATION CENTRE(14C)
CYBERCRIME CATEGORIES :

1. CRYPTOCURRENCY CRIME:

O

O

Crypto jacking: Cryptojacking is a type of cybercrime where a criminal secretly uses a
victim’s computing power to generate cryptocurrency.

Crypto Mining & Cloud Mining Scams: Cryptocurrency-mining malware steal the
resources of infected machines, significantly affecting their performance, power
consumption and increasing their wear and tear.

Cryptocurrency Investment Frauds: Fraudulent opportunity to invest in a
cryptocurrency with guaranteed high returns e.g. “pump and dump” scams, giveaway
scams, etc.

2. CYBER TERRORISM:
Cyber Terrorism™ is committed with intent to threaten the unity, integrity, security or sovereignty
of India or to strike terror in the people or any section of the people by —

O

O

denying or cause the denial of access to any person authorised to access computer resource;
or

attempting to penetrate or access a computer resource without authorisation or exceeding
authorised access; or

introducing or causing to introduce any computer contaminant, and by means of such
conduct causes or is likely to cause death or injuries to persons or damage to or destruction
of property or disrupts or knowing that it is likely to cause damage or disruption of supplies
or services essential to the life of the community or adversely affect the critical information
infrastructure.

Cyberterrorism is also committed when somebody knowingly or intentionally penetrates or
accesses a computer resource without authorisation or exceeding authorised access, and by
means of such conduct obtains access to information, data or computer data base that is
restricted for reasons of the security of the State or foreign relations; or any restricted
information, data or computer data base, with reasons to believe that such information, data or



computer data base so obtained may be used to cause or likely to cause injury to the interests
of the sovereignty and integrity of India, the security of the State, friendly relations with
foreign States, public order, decency or morality, or in relation to contempt of court,
defamation or incitement to an offence, or to the advantage of any foreign nation, group of
individuals or otherwise, commits the offence of cyber terrorism.

3. HACKING/DAMAGE TO COMPUTER SYSTEMS:

The act of compromising computer resources through unauthorized access to an account or
computer system. It is accessing of a computer system without the express or implied permission
of the owner of that computer system.

Whoever with the intent to cause or knowing that he is likely to cause wrongful loss or damage to
the public or any person destroys or deletes or alters any information residing in a computer
resource or diminishes its value or utility or affects it injuriously by any means, commits hacking.
Hacking / Damage to Computer Systems includes;

o Damage to computer, computer systems, etc.
o Email Hacking.

o Tampering with computer source documents.
o Unauthorised Access / Data Breach.

o Website Defacement / Hacking.

4, ONLINE AND SOCIAL MEDIA RELATED CRIME:
Online and Social media crimes in the country have been rising, posing new challenges as cyber
criminals keep evolving their methods, using emerging technology. Various Cybercrimes
categorized under Online and Social Media Related Crime in the portal are as follows:

o Cheating by Impersonation




Cyber Bullying / Stalking / Sexting
E-Mail Phishing

Fake/Impersonating Profile
Impersonating Email

Intimidating Email

Online Job Fraud

Online Matrimonial fraud

Profile Hacking / Identity Theft
Provocative Speech for unlawful acts

O O O O O O O O O

5. ONLINE FINANCIAL FRAUD:
Online Financial Cybercrimes include unauthorized access, sabotage, or use of computer systems
with the intention to cause financial gain by cyber criminals or financial loss to the victims. It may
involve computer fraud or forgery, hacking to steal personal or valuable data for commercial gain.
With the increase in the use of the internet and mobile banking, online financial frauds are
increasing.

Various Cybercrimes categorized under the category of Online financial fraud are as follows:

o Business Email Compromise/Email Takeover
o Debit/Credit Card Fraud/Sim Swap Fraud

o Demat/Depository Fraud

o E-Wallet Related Fraud

o Fraud Call/Vishing

o Internet Banking Related Fraud

o UPI Fraud



6. Publishing/Transmitting Of Explicit Material In Electronic Form:

Whoever publishes or transmits or causes to be published or transmitted in the  electronic
form, any material which contains sexually explicit act or conduct, or any material which is
lascivious or appeals to the prurient interest or if its effect is such as to tend to deprave and corrupt
persons who are likely, having regard to all relevant circumstances, to read, see or hear the matter
contained or embodied in it shall be punished under Section 67 or 67A of IT Act.

7. RANSOMWARE:

Ransomware is a rapidly evolving form of Cybercrime, through which cyber criminals remotely
compromise and encrypt computer systems and demand a ransom in return for restoring and/or
for not exposing data. Ransomware attacks target individuals and Organisations.

Ransomware

Ransomware attack blocks user’s access to the data stored in the computer systems. More
menacing versions of ransomware can encrypt files and folders on local drives, attached drives,
and even networked computers.

8. CHILD PORNOGRAPHY/CHILD SEXUAL ABUSE MATERIAL(CSAM):

Child sexually abusive material (CSAM) refers to a material containing sexual image(s) in any
form, of a child who is abused or sexually exploited. It is punishable to publish or transmit material



depicting children in sexually explicit act or conduct in any electronic form. It is covered under
Section 67B of IT Act 2000. Child pornography is a form of child sexual exploitation. The
production, distribution, importation, reception, or possession of any image of child pornography
is prohibited. Violation of child pornography/CSAM laws is a serious crime.

PROPERTY CYBER CRIME : 3" category as mention above which includes intellectual
property.



UNIT-2 Cyber Crime Issues

UNAUTHORIZED ACCESS TO COMPUTERS:

Unauthorized access is when someone, internally or externally, gains access to a computer system,
network, or data without permission. Here’s how you can detect and prevent anyone gaining
unauthorized access on your devices.

Definition: Unauthorized access is the process of gaining entry to computer resources without
permission. It could be a system, network, software, or data. Sometimes a person has permission to
access certain resources, but their device doesn’t (like when someone uses a personal laptop to
connect to the work environment) — it all depends on the company’s security policy.

Unauthorized access is typically committed by hackers, and sometimes unwitting users. Someone who
already has access to a system could accidentally stumble upon unsecured files that weren’t meant for
their eyes. Either way, someone having access to unauthorized computer systems or data is typically a
violation of a company or businesses’ security and privacy policy.

People can gain unauthorized access through a whole number of reasons, some as simple as a user
accidentally guessing a password for sensitive files or data. Others, however, can be sophisticated attacks
that take weeks of planning and could even involve corporate espionage. Cybercriminals could even go
so far with their deception to gain enough trust to be an authorized person.

RISKS OF UNAUTHORIZED ACCESS:

The risks of unauthorized access are severe enough to warrant immediate protection. Those who
specifically seek out accessing unauthorized spaces usually do so for one of the following purposes:
« Disrupt electronic systems. Some hackers just want to be an annoyance or play pranks. Accessing
unauthorized data is a good way for them to instantly have a company or business forced into
high-alert, and potentially instigate a shutdown of all systems.

« Harm the target. Unauthorized data is usually sensitive and could be damaging or damaging to
the victim. If someone without permission gains access, they can cause a major headache for the
victim, including instigating a data breach.

« Steal data. Stealing data is probably the most common way someone would want to access
unauthorized data. Once the data is stolen, it can be used to hold a person, business, or company
ransom. Exposed and stolen credentials are often the first victim of a data breach.

« Cause physical damage. Depending on the systems accessed without permission, a hacker can
cause physical damage to devices connected to the network


https://nordvpn.com/blog/what-is-a-data-breach/

What is the long-term damage of unauthorized access?

Damage to the reputation of the company. Depending on how public facing the victim’s
company or business is, it could cause a loss of trust among its users or customers. Lose enough
trust, and users will move on to another platform.

Government fines. In most parts of the world, many organizations and companies need to adhere
to a specific set of online security measures and regulations. If your systems are weak enough that
someone gained unauthorized access and caused damage to potentially thousands of people, it
could result in the government or security agencies coming down hard on your company with a
heavy fine.

Fallout costs. Not only do you risk government fines after someone has gained unauthorized
access, but you will also have to pay for repairs and business down time. To compound the
problem even more, you may even have to pay out to the various victims who were affected by
shoddy cybersecurity. Reparations could cost upwards of tens of millions of dollars

Tips to detect and prevent unauthorized access

1. Adopt the principle of least privilege The principle of least privilege calls for establishing user

access review procedures and regularly checking user privileges to ensure that users have minimal
access to sensitive data and critical systems. Consider giving your employees just enough access
privileges to perform their core responsibilities. With that, you can implement a just-in-time
approach to grant them temporary additional access when needed.

Implement a strong password management policy Consider implementing a strong password
management policy that will help you with creating, managing, and safeguarding user credentials.
The right policy can also help you to adopt healthy password habits and maintain adequate
password complexity, length, and uniqueness, as well as to regularly rotate passwords. For
example, you can stick to HIPAA, NIST, or PCI DSS compliance password policy depending on
the industry your organization operates in. Furthermore, a password management policy should
outline the individuals or roles accountable for generating and overseeing user passwords within
your organization. By adhering to a well-defined policy, your organization can enhance its overall
password security and reduce the risk of unauthorized access.

Use multi-factor authentication Along with protecting your passwords, the next big step to
protect your accounts is to apply multi-factor authentication (MFA). Unauthorized access
frequently occurs due to the exploitation of a single compromised account or user
credentials. Enforcing multi-factor authentication, though, can effectively stop such unauthorized
access attempts. Requiring an additional identity verification step, such as sending a one-time
passcode to a user’s mobile device, will prevent unauthorized actors from proceeding. CISA
emphasizes that MFA is a simple way to protect your organization against account compromise
attacks. According to Microsoft, adopting MFA can prevent approximately 99.9% of account
compromise cases, significantly bolstering security measures against unauthorized access.
Monitor user activity Monitoring user activity can help you detect and prevent unauthorized
access, insider threats, and potential security breaches. By monitoring who does what in your



organization’s IT infrastructure, you’ll be able to quickly detect signs of unauthorized activity.
That’s why it’s crucial to set up a comprehensive user activity monitoring (UAM) solution that
can capture and analyze user activity within your system. UAM solutions typically provide lots
of different features. We recommend choosing session recording software that enables monitoring
of log files, system events, network traffic, and other user activity to help you identify any unusual
or suspicious patterns that may indicate unauthorized access or other cybersecurity incidents

5. Maintain secure IT infrastructure To enhance protection against unauthorized access, combine
your monitoring software with a resilient firewall. Whereas monitoring software can detect insider
threats in real time, a firewall can serve as a protective barrier, shielding networks, web
applications, databases, and critical systems from unauthorized intrusions. It’s also critical for
organizations to conduct regular vulnerability assessments and penetration testing of corporate IT
infrastructure. One of the most neglected security threats is failing to update protection systems
promptly. The 2023 MOVEit transfer data breach, during which the data of multiple global
organizations was compromised, is a telling example of how system vulnerabilities can lead to
catastrophic consequences. Cybercriminals exploited a critical zero-day vulnerability in MOVE
it systems and compromised data from more than 2,500 organizations, which affected
approximately 60-65 million individuals.

6. Employ user behavior analytics Consider implementing user entity and behavior analytics
(UEBA) to analyze user activity patterns, access logs, and behavior profiles. By establishing a
baseline of normal user behavior, UEBA tools automatically identify anomalies that may indicate
unauthorized access, malicious activity, and account compromise. For example, if a user suddenly
logs in to a system at an unusual time or from an unknown device, UEBA tools may notify your
security officers. The security team can then investigate the issue and respond quickly.

7. Promptly respond to cybersecurity incidents Your security team needs to respond to security
alerts immediately. For example, if you detect suspicious login attempts from an account, your
security officers should be able to revoke account access immediately and block the session to
prevent an intrusion. ldeally, you should also have a well-structured incident response plan
outlining the responsibilities of your incident response team and providing clear steps to follow
in case of an unauthorized access attempt or a security incident.

8. Conduct security awareness training As attackers frequently target people rather than machines,
you should shift from a technology-centric to a people-centric cybersecurity approach and make
your employees your first line of defense. For this, regularly conduct security awareness training
to keep employees up-to-date with the latest cybersecurity threats and educate them about security
best practices, including how to identify suspicious activities.

Computer Intrusions:
When someone tries to access any part of our personal computer system then PC intrusion occurs.
Every Personal Computer (PC) which is connected to the internet is a target of hackers and
cybercriminals.

There are several ways an intruder can try to gain access to your computer. They can:

1. Access your computer to view, change, or delete information from your computer: Once the
attacker got access to the computer, initially attacker will attempt to view the information, if
the information is valuable attacker may sell the collection information to gain financial
benefits. An attacker may delete or change information if the objective of the attack is to
distract the smooth functionality of computer.



2. Crash or slow down your computer: The system may get crash if the attacker deletes system
files, bootstrap loader file, bootstrap loader file is responsible to load the operating system.
System performance may get slow if the system file is deleted or modified.

3. Access your private data by examining the files on your system: Once the attacker got access
to the system, he may access private or sensitive data of the system. After analysis of this data,
an attacker may get valuable information that may be misused or sold to a third party for
financial gain.

4. Use your computer to access other computers on the Internet User’s computer is connected in
network, if the attacker got access user’s system. He may use the user machine to get access
to another network machine by executing various commands such as ping, traceroute, dig, etc.
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Personal Computer Intrusion can occur in any of the following forms:

e Sweeper Attack: Cybercriminals erase all the information or data like cache, cookies, internet
history, or documents from the system by a malicious program.

e Denial of Services: DDos type of attack in which attackers may shut down the PC services
making it irascible to its original user. All the system applications and stored resources come to
a halt.
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Password Guessing: Most hackers crack passwords of system accounts by guessing and
gaining remote entry into our personal computer system. Hackers can use this form and may
damage the security system in our PC.

Credential Stuffing Technique
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Snooping: Snooping refers to opening and looking through files in an unauthorized manner.
Snooping may involve many types of things such as gaining access to data in an unauthorized
way, casually observing someone else’s email, or monitoring the activity of someone else’s
computer through sophisticated snooping software. It involves monitoring keystrokes pressed


https://www.geeksforgeeks.org/what-is-password-guessing-attack/

on the keyboard, capturing of passwords and login information, interception of emails and
other private communication, and data transmission.

« Eavesdropping: When cyber vandals or attackers listen to a conversation that is traveling over
devices like computers, servers, or other network devices, it is called eavesdropping. Formally
we can say that the intentional interception of someone else’s data as it passes through a user’s
computer to a server or vice-versa is called eavesdropping.

White collar crimes:

A white-collar crime is defined as a crime involving the theft of money from a place of business. The
persons committing these crimes are usually those in influential positions, such as CEOs and
management. Crimes of this type can cost citizens a great deal of money.

These crimes are different from other forms of crime because white-collar crimes are complex and
challenging to take legal action against, entailing elaborate systems and encompass numerous people,
making the case difficult to prosecute. Some white-collar crime examples are:

o Fraud
o Bribery
o Extortion

o Embezzlement
o Cybercrime

White-Collar Crime Meaning: Sociologist Edwin Sutherland first coined the term white-collar in 1949;
he defined white-collar crime as a crime committed against a company. The person committing this
crime holds respect and high social status within the business and often the community.

These types of workers wear a shirt and tie to work, thus the white-collar reference. Criminals of this
type often work in an office setting and do not get their hands dirty, so to speak.

Fraud occurs when an employee lies about company facts to achieve financial gain and is told under
pretense, which means a lie is told in the hopes the victim will act upon the false facts. If the victim does
take action, the result is financial injury. Fraud is the most common white-collar crime because it covers
many offenses.

Types of white-collar fraud include:

« Corporate Fraud
o Money Laundering
« Securities and Commodities Fraud

» Corporate fraud is usually committed on a large scale. Many people throughout the company are
involved in this type of crime. The FBI names corporate fraud as its highest priority when it comes
to prosecution because this crime brings significant loss to investors and harm to the U.S. economy
and its citizens.

» Money Laundering occurs when unclean cash is filtered through a legitimate business. Unclean cash
Is any money made through illicit means, such as drug trafficking and terrorist activities. The money
needs to be clean or laundered through a legitimate business to make it look like it was earned
lawfully.
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» Securities and commaodities fraud is an umbrella term for investment fraud such as Ponzi and pyramid
schemes. The perpetrators of this type of fraud are often stockbrokers, investment banks, or brokerage
firms. The criminals falsify corporate information to con future investors into making a deal.

Bribery: It is a form of cyber corruption that involves offering or accepting gifts, entertainment, or
payments to gain an advantage or retain business. This can include offering or accepting payments from
government officials or other entities in exchange for favorable treatment.

Extortion: Extortion involves obtaining something, especially money, through force or threats. It’s a
white collar crime often committed by individuals in positions of power. An example of extortion could
involve a public official who demands bribes in return for granting contracts. The victims of extortion
can suffer financial loss, emotional distress, and in the case of businesses, reputational damage.

Extortionists may use threats of violence, expose damaging information, or manipulate the victim’s fears
to get what they want. Extortion is a criminal act punishable by law, with penalties varying based on the
severity of the act and the laws of the jurisdiction.

Embezzlement: Another form of white collar crime is embezzlement, which occurs when an individual
entrusted with someone else’s money or property illegally takes it for personal use. This could involve a
company employee embezzling funds from their employer, or a financial advisor misappropriating
clients’ investments. Embezzlement can have severe consequences for both businesses and individuals,
resulting in significant financial losses and trust issues. A famous example of embezzlement is the case
of Bernard Madoff, who was convicted of several embezzlement charges and sentenced to 150 years in
prison for running a massive Ponzi scheme that defrauded investors of billions of dollars.

Viruses and Malicious Code:

Viruses are a type of malicious code, which is a broad category of harmful software or scripts that can
damage or compromise a system's security. Malicious code can include viruses, worms, Trojans,
backdoors, and other types of cyber threats.

Viruses are self-replicating malicious code that can attach to macro-enabled programs to execute. They
can't spread automatically, but they can travel through USB connections or downloaded files from the
internet. Once a virus is on a device, it can spread through the system and connected networks. Different
types of viruses include polymorphic, compression, macro, boot sector, multipart, and stealth viruses

Malicious code can sneak into a system by visiting infected websites or clicking on a bad email link or
attachment. Firewalls can be an important tool in protecting a network-connected environment, but they
should be part of a larger, comprehensive security strategy Malicious code comes in many forms:

o Trojans

o Viruses

« Worms

« Ransomware

« Backdoor attacks
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Malicious code can cause major disruptions on your computer and in your network. Files can be deleted,
a hacker might gain control of your computer, passwords may become compromised and daily operations
can be halted. These dangers make compliance with the NIST SP security control guidelines vitally
important in the United States. The code inserted inside your system gives a bad actor access. The damage
caused depends on the type of malicious code used and the attacker’s intent.

Examples of Malicious Code:

Malicious code has been around as long as computers, though its form has changed over the years. In the
1980s, malicious code came in the form of file infectors spread by using a floppy disk. With the
standardization of technology came an increase in instances of malicious code and malware, which was
accelerated by broad adoption of Web 2.0.

Different types of malicious code attack systems in different ways:

« Backdoor attacks are designed to use a virus or technology to bypass all security measures to gain
unauthorized access to a system or network.

« Scripting attacks inject malicious script into trusted websites, usually as browser side script via a
web application. TweetDeck suffered a scripting attack that caused all who fell victim to retweet
it, resulting in quick and expansive spread.

« Computer worms are a type of virus designed to self-replicate and spread across computers in a
network. In 2004 the authors of MyDoom, Bagle and Netsky spread email worms to each other,
eventually leading to better email scanning implementation.

« A trojan horse is malware that disguises itself as legitimate code or software. When inside a
network, attackers have the same access that a legitimate user does and can make changes to files
and data.

« Spyware is designed to stay hidden so that attackers can collect information and transmit data
from a computer’s hard drive. This also gives attackers access to things like screen grabbing,
keylogging and camera control.

« Ransomware is malicious software that blocks access to a system until money is paid to the
attacker

Detection and Removal of Malicious Code:

There are several common warning signs that your computer or network has fallen victim to malicious
code or malware.

o Your computer slows down significantly overnight.

« Computer programs frequently begin crashing, even after restarting.

« Pop-ups spamming your screen often indicate there is spyware on a computer.
« Having access to network activity while offline is a sign of a virus.

« You experience a sudden increase or decrease in your hard drive’s capacity.

« Your contacts might be receiving strange messages from your email.

Once you’ve seen these signs, you can be sure you already have malicious code in your system. There
are types of antivirus software and antimalware to find and remove this malicious code. Removing this
code involves manually disconnecting from the internet, entering safe mode, and deleting temporary
files.
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How can you protect against malicious code:

Following these security practices can help you reduce the risks associated with malicious code:

= Install and maintain antivirus software. Antivirus software recognizes malware and protects
your computer against it. Installing antivirus software from a reputable vendor is an important
step in preventing and detecting infections. Always visit vendor sites directly rather than clicking
on advertisements or email links. Because attackers are continually creating new viruses and other
forms of malicious code, it is important to keep your antivirus software up-to-date.

= Use caution with links and attachments. Take appropriate precautions when using email and
web browsers to reduce the risk of an infection. Be wary of unsolicited email attachments and use
caution when clicking on email links, even if they seem to come from people you know.

= Block pop-up advertisements. Pop-up blockers disable windows that could potentially contain
malicious code. Most browsers have a free feature that can be enabled to block pop-up
advertisements.

= Use an account with limited permissions. When navigating the web, it's a good security practice
to use an account with limited permissions. If you do become infected, restricted permissions keep
the malicious code from spreading and escalating to an administrative account.

= Disable external media AutoRun and AutoPlay features. Disabling AutoRun and AutoPlay
features prevents external media infected with malicious code from automatically running on your
compulter.

= Change your passwords. If you believe your computer is infected, change your passwords. This
includes any passwords for websites that may have been cached in your web browser. Create and
use strong passwords, making them difficult for attackers to guess. (See Choosing and Protecting
Passwords and Supplementing Passwords for more information.)

=  Keep software updated. Install software patches on your computer so attackers do not take
advantage of known vulnerabilities. Consider enabling automatic updates, when available.
(See Understanding Patches and Software Updates for more information.)

= Back up data. Regularly back up your documents, photos, and important email messages to the
cloud or to an external hard drive. In the event of an infection, your information will not be lost.

= Install or enable a firewall. Firewalls can prevent some types of infection by blocking malicious
traffic before it enters your computer. Some operating systems include a firewall; if the operating
system you are using includes one, enable it. (See Understanding Firewalls for Home and Small
Office Use for more information.)
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= Use anti-spyware tools. Spyware is a common virus source, but you can minimize infections by
using a program that identifies and removes spyware. Most antivirus software includes an anti-
spyware option; ensure you enable it.

= Monitor accounts. Look for any unauthorized use of, or unusual activity on, your accounts—
especially banking accounts. If you identify unauthorized or unusual activity, contact your account
provider immediately.

= Avoid using public Wi-Fi. Unsecured public Wi-Fi may allow an attacker to intercept your
device's network traffic and gain access to your personal information.

Internet Hacking and Cracking:

Hacking and cracking are both terms used in cybersecurity to describe unauthorized access to a computer
system or network Hacking is entering a network which is intended to be private, changing the content
of another person’s web site, redirecting elsewhere anyone trying to access a particular web site or
overwhelming a site with countless messages to slow down or even crash the server.

Ethical hackers, also known as white-hat hackers, work with organizations to identify vulnerabilities and
help strengthen their security measures. They are usually programmers with advanced knowledge of
operating systems and programming languages who use their skills to find and fix loopholes in a system

A hacker is a person who is proficient with computers and/or programming to an elite level where they
know all of the in’s and out’s of a system. There is NO illegality involved with being a hacker

Cracking: It the act of breaking into a computer system, often on a network. A cracker can be doing this
for profit, maliciously, for some altruistic purpose or cause, or because the challenge is there

A cracker is hacker who is their proficiency for personal gains outside of the law. For example stealing
data, changing bank accounts, distributing viruses etc. Hacker is a malicious meddler who tries to
discover sensitive information by poking around.

Hence “password hacker”, “network hacker”, The correct term for this sense Is Cracker.

Crackers, on the other hand, use their hacking skills for illegal and malicious purposes, such as gaining
unauthorized access to systems, stealing sensitive data, or disrupting services. Cracking techniques often
involve repeatedly using a few known tricks to break into systems, rather than exploiting the system's
weaknesses. Examples of cracking include using public WiFi networks to examine private information,
sending phishing emails, or breaking into software. Cracking is illegal and punishable by law in most
jurisdictions

Types of Cracking

Cracking is a technique used to breach computer software or an entire computer security system, and
with malicious intent. Though functionally the same as hacking, cracking is strictly used in a criminal
sense. The process of attempting to gain unauthorized access to a computer system or network by
exploiting vulnerabilities or weaknesses in its security is called cracking. Cracking specifically refers to
same as hacking, but with criminal intent.



Cracking relies more on persistent repetition of a handful of fairly known tricks is order to break into
systems, rather than cleverly exploiting the system’s weakness.

Cracking can be recognized by, for example, software companies don’t come to know the whether their
software has been cracked, public WiFi networks being cracked and examined by individuals to hamper
their private information, somebody sending phishing emails to other people from your email address.
Types of Cracking

1. Password Cracking
Software cracking
Network cracking
Application cracking
Wireless cracking
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Password Cracking

Password cracking refers for Finding password from stored data.This is the most typical techniques
for password cracking.
« Brute force cracking: Until it finds a match the cracking algorithm outputs random sequences
of characters.
« Dictionary cracking: This is similar to brute-force cracking tictionary tracking restrict itself
to words rather than utilising random letters.
« Rainbow table cracking : It is used to determine the encryption used to hash a password, a
rainbow table leverages previously computed hashed values.

Software Cracking

Software cracking is the process of modifying software to completely or partially eliminate one or more
of its functions. At least one of the following tools or methods is used in the majority of software
cracking.

« Keygen: A keygen, which stands for “key generator,” is a programme that a cracker creates
to produce legitimate serial numbers for software products.

« Patch: Patches are compact pieces of code that alter already-running applications. Every day,
software fixes are released by developers. They can also be created by crackers, and when they
do, the patch’s task is to change the way the software functions by eliminating the undesirable
characteristics.

o Loader: The function of a loader is to prevent the software’s security features from being
activated. While some loaders are used to get around copy controls, others are used by players
who want to cheat in online multiplayer games.

Network Cracking

Network cracking is when a LAN, or “local area network,” is breached by an outsider. A wireless network
can be cracked considerably more easily than a cable one since the cracker only has to be in close
proximity to the wireless signal. The Wi-fi system in your house is a typical illustration of a wireless
LAN. Cracking a wired network requires a direct connection, but cracking a wireless network is much
more convenient, because the cracker just needs to be close to the wireless signal.
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Application Cracking

Application cracking refers to the process of modifying software to remove or disable its copy protection
or licensing mechanisms. Application cracking can also be used as a method of bypassing authentication
mechanisms and gaining access to otherwise secure systems.This involves exploiting vulnerabilities in
software applications to bypass authentication mechanisms, access sensitive data or execute arbitrary

code. Application cracking poses several risks.

Wireless Cracking

Wireless cracking is a form of cyber attack that involves gaining unauthorized access to a wireless
network by exploiting vulnerabilities in its security protocols. This type of attack is particularly relevant
in the context of Wi-Fi networks, which are widely used in homes, businesses, and public places.
Wireless cracking can be used for a variety of purposes, including stealing sensitive information,
intercepting communications, and launching other types of attacks on the network or its users

The Difference between Hackers and Crackers:

Hacker

The good people who hack for knowledge
purposes.

They are skilled and have advanced knowledge
of computers OS and programming languages.

They work in an organization to help protect
their data and give them expertise in internet
security.

Hackers share the knowledge and never damages
the data.

Hackers are the ethical professionals.

Hackers program or hacks to check the integrity
and vulnerability strength of a network.

Hackers have legal certificates with theme.g
CEH certificates.

They are known as White hats or saviors.

Cracker

The evil person who breaks into a system for
benefits.

They may or may not be skilled, some crackers
just know a few tricks to steal data.

These are the person from which hackers protect
organizations.

If they found any loophole they just delete the
data or damages the data.

Crackers are unethical and want to benefit
themselves from illegal tasks.

Crackers do not make new tools but use
someone else tools for their cause and harm the
network.

Crackers may or may not have certificates, as
their motive is to stay anonymous.

They are known as Black hats or evildoers.



Virus Attacks:

A computer virus is a type of malicious software, or malware, that spreads between computers and
causes damage to data and software.

Computer viruses aim to disrupt systems, cause major operational issues, and result in data loss and
leakage. A key thing to know about computer viruses is that they are designed to spread across
programs and systems. Computer viruses typically attach to an executable host file, which results in
their viral codes executing when a file is opened. The code then spreads from the document or software
it is attached to via networks, drives, file-sharing programs, or infected email attachments

How Do Computer Viruses Attack and Spread

In the early days of computers, viruses were spread between devices using floppy disks. Nowadays,
viruses can still be spread via hard disks and Universal Serial Bus (USB) devices, but they are more
likely to be passed between devices through the internet.

Computer viruses can be spread via email, with some even capable of hijacking email software to
spread themselves. Others may attach to legitimate software, within software packs, or infect code, and
other viruses can be downloaded from compromised application stores and infected code repositories.
A key feature of any computer virus is it requires a victim to execute its code or payload, which means
the host application should be running.

Types of Computer Viruses:

1. Resident virus

Viruses propagate themselves by infecting applications on a host computer. A resident virus achieves
this by infecting applications as they are opened by a user. A non-resident virus is capable of infecting
executable files when programs are not running.



2. Multipartite virus

A multipartite virus uses multiple methods to infect and spread across computers. It will typically
remain in the computer’s memory to infect the hard disk, then spread through and infect more drives by
altering the content of applications. This results in performance lag and application memory running
low.

Multipartite viruses can be avoided by not opening attachments from untrusted sources and by
installing trusted antivirus software. It can also be prevented by cleaning the boot sector and the
computer’s entire disk.

3. Direct action

A direct action virus accesses a computer’s main memory and infects all programs, files, and folders
located in the autoexec.bat path, before deleting itself. This virus typically alters the performance of a
system but is capable of destroying all data on the computer’s hard disk and any USB device attached
to it. Direct action viruses can be avoided through the use of antivirus scanners. They are easy to detect,
as is restoring infected files

4. Browser hijacker

A browser hijacker manually changes the settings of web browsers, such as replacing the homepage,
editing the new tab page, and changing the default search engine. Technically, it is not a virus because
it cannot infect files but can be hugely damaging to computer users, who often will not be able to
restore their homepage or search engine. It can also contain adware that causes unwanted pop-ups and
advertisements.

Browser hijackers typically attach to free software and malicious applications from unverified websites
or app stores, so only use trusted software and reliable antivirus software.

5. Overwrite virus

Overwrite viruses are extremely dangerous. They can delete data and replace it with their own file
content or code. Once files get infected, they cannot be replaced, and the virus can affect Windows,
DOS, Linux, and Apple systems. The only way this virus can be removed is by deleting all of the files
it has infected, which could be devastating. The best way to protect against the overwrite virus is to use
a trusted antivirus solution and keep it updated.

6. Web scripting virus

A web scripting virus attacks web browser security, enabling a hacker to inject web-pages with
malicious code, or client-side scripting. This allows cyber criminals to attack major websites, such as
social networking sites, email providers, and any site that enables user input or reviews. Attackers can
use the virus to send spam, commit fraudulent activity, and damage server files.

Protecting against web scripting is reliant on deploying real-time web browser protection software,
using cookie security, disabling scripts, and using malicious software removal tools.

7. File infector

A file infector is one of the most common computer viruses. It overwrites files when they are opened
and can quickly spread across systems and networks. It largely affects files with .exe or .com
extensions. The best way to avoid file infector viruses is to only download official software and deploy
an antivirus solution.
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8. Network Virus

Network viruses are extremely dangerous because they can completely cripple entire computer
networks. They are often difficult to discover, as the virus could be hidden within any computer on an
infected network. These viruses can easily replicate and spread by using the internet to transfer to
devices connected to the network. Trusted, robust antivirus solutions and advanced firewalls are crucial
to protecting against network viruses.

9. Boot Sector Virus

A boot sector virus targets a computer’s master boot record (MBR). The virus injects its code into a
hard disk’s partition table, then moves into the main memory when a computer restarts. The presence
of the virus is signified by boot-up problems, poor system performance, and the hard disk becoming
unable to locate. Most modern computers come with boot sector safeguards that restrict the potential of
this type of virus.

Steps to protecting against a boot sector virus include ensuring disks are write-protected and not
starting up a computer with untrusted external drives connected.

e How To Prevent Your Computer From Viruses

1. Use a trusted antivirus product

2. Avoid clicking pop-up advertisements

3. Scan your email attachments

4. Scan the files that you download using file-sharing programs

Mitigation and Recovery: In case of an infection, mitigation involves isolating affected systems,
removing the virus using antivirus tools, and restoring data from backups if necessary.

PORNOGRAPHY:

The prevalence of pornography in cybercrime is a complex issue with far-reaching implications. While
pornography itself is not inherently illegal, its role in facilitating and enabling various cybercrimes has
become a significant concern.

How Pornography is Used in Cybercrime:
« Child Sexual Exploitation: The internet has made it easier for offenders to access, produce, and

distribute child sexual abuse material (CSAM). This heinous crime exploits and harms children,
causing lifelong trauma.



« Revenge Porn: Non-consensual distribution of sexually explicit images or videos, often used to
blackmail, harass, or humiliate victims.

e X

« Cyberbullying and Harassment: Pornography can be weaponized to target individuals with
sexually suggestive or explicit content, often accompanied by threats or intimidation.

« Sextortion: Offenders exploit explicit im