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CYBER SECURITY
 SAFETY AND AWARENESS

The Top 10 Personal Cyber Security Tips

Department of Emerging Technologies (CSE-Cyber Security)

Use Anti-Virus 
Protection & 
Firewall

Keep change your 
passwords.

Use Your Mobile 
Devices Securely. 

Don’t keep any
important information 
in your mobile.

Protect Your Sensitive
Personal Identifiable 
Information (PII)

Don’t share your
bank account details 
to others.

Don’t download
unknown apps in 
your phone.

Review Your Online Accounts 
& Credit Reports Regularly for Changes

Keep your Credit or Debit Cards Securely. 
Use RFID Protection Covers for your Cards. 

Learn about Phishing Scams 
be very suspicious of emails, 
phone calls, and flyers

Shop on 
trusted websites 
Check the seller

Read customer 
Reviews

Check shipping 
Terms and returns 
Policy

Create strong
Passwords

Avoid public wi-fi,
Use a secure 
Connection

Protect your device
From malware

Use only secure sites: 
Look for a url address 
Beginning with 
Https instead of http

Watch out for 
Scams and frauds

Check your 
Bank statements 
Regularly

Never use a 
Debit card to shop 
Online

Be cautious about 
How much personal 
Information you provide

The Top 12 Online shopping Security Tips

IF YOU ARE A VICTIM OF CYBER CRIME DIAL 1930
or register your complaint at cybercrime.gov.in

Validate the receiver 
details before online 
transfer


